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How Occupational Fraud is Committed
Occupational Frauds by Category — Frequency
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How Occupational Fraud is Committed
- Occupational Frauds by Category — Median Loss
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How Occupational Fraud is Committed

Asset Misappropriation Sub-Categories

Cases Percent Median
of all

Reported , Loss
cases

Category Description Examples

Skimiming oy stheme inwhith ash s stolen |+ Employes acvepts payment frome | 159 i66% 580000

from an organizafion befare it is customar byt dnss o racord the
regordad on the organization's bocks | sale
and regords.
(ashlarcany  Anyschemeinwhichcash mesipts ¢ Fployee steaks cash and checks 99 3% 57000

are stofen from an organization affer  from daly receipts before they can be
they been recorded on the araniza- depostted in the bank
ticn's hooks and recerds,
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Billing &y sehome in which 2 person = E shel: z2e 239% STOOLO0G
mhrs v serployen (o iswus and blls employer for nonewstent
Ty L fom
Vzldmuswsdﬁuawlms. iwifiestesd E
= Emplayes purcheses personat ems,
Inyoiens, ar froicas for pessond sulwaits immies fo pmplayer for
s perpsaenl
- Chack Tampering Ay sehame I which s perssst = Errgdygas st bk ooy L TETHR STINIEN
) - stosls his or boy ouplosor's fends e chocks, mrkcs. o out to hmescif
3 fgrging or athonng £ ek o oa of o AN FECHTRPECT
T OTGRUTMIS DR SIS, OF - Empluyes shesls maigoing check o 2
Stealy A chazk the crgeniatinn bss o, Eopesit it i s Pl
legirnalely issed b anather gayes. R e
avgpEnl
Any schome in wiich - filos X 127 LT H26.000
Reimbursaments rmeves 2 dam for eminzsemenr seport, clasnayy persenal ravet.
of Rriidigus or inlated Inspingss anmmdstent meals, 81C.
gy,
Payroll Ay seheme inwkich - im 3 z o |9 =, $A9.000
cansas his or Rer emplayes 1o a0t wosked
am(wwgwls&mmr - S -
COTPEEIED. the n
Cash Register Aoy sheeney i wiech - misks @ sy o | 27 8% 2R 01
Distursements mgahes fzlen ratsins am s resh egisecr iz cosh roginear ik sods vhr cash
o coRaRa) the fmudalont oot
of oash
Cash an Hand Any scheme in which the perpetralor | = Employes steals cash from a 121 12.6% $35.000
IM: iali cash kept on hand at company vaull
the viclim arganization’s premises.
INon-Cash Any schems n which an employes = Employee steals inveniory from a 156 16.3% £100.000
Misappropriations | steals or misuses non-cash assets of warehouse or storeroom
the victim organization. T —
confidential customer financial
information
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How Occupational Fraud is Committed
Breakdown of All Occupational Fraud Schemes — Frequency

Corruption I, 5 9
Billing [, 3 9
Skimming | 1.5
Non-Cash [ 16.3%
Check Tampering T 7"
Expense Reimbursement | 3.2
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Fraudulent Statements | 10.3%
Cash Larceny | 10.3:
Payroll | 9 3°
Register Distursernent | DM 2.8%

0% 5% 10% 15% 20% 2504 0
Percent of Cases
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How Occupational Fraud is Committed

 However, it is important to remember, when
comparing the losses caused by financial
statement fraud and other schemes, that the
financial statement losses have a different
character than the losses resulting from the
other forms of fraud, which by and large
measure direct theft or misappropriation of a

company’s assets.
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How Occupational Fraud is Committed
Breakdown of All Occupational Fraud Schemes — Median Loss
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How Occupational Fraud is Committed

Median Duration of Fraud Based on Scheme Type
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Fraud Scheme Detection

* Respondents to the survey were asked to
identify how the frauds were first
discovered. Nearly half of the cases in the
2008 study were uncovered by a tip or
complaint from an employee, customer,
vendor, or
other source.
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Fraud Scheme Detection
_ Initial Detection of Occupational Frauds*
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A
1

|- Detection of Fraud Schemes

- Initial Detection of Occupational Frauds by Owners/Executives®

Orovmpr /
e 51.7% Qusne/
I, 5.2 Cases
-
By Accident |
[T 0%
% Iniesned Audii 12.4%
& [T
; Iternal Controls | 15 2%
g O
i 16.3%
Exigrned Augii |
| . 1%
Norified by Posioe | 34%
|l 32%

0% %

St

|- Fraud Scheme Detection in Small Business

-« Small businesses (those with less than 100
employees) are typically thought to have
fewer or weaker controls in place than their
larger counterparts, primarily due to a lack
of personnel or financial resources. The
results of our survey bear this out, as a
lower percentage of frauds in small
businesses were caught by internal controls.
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Fraud Scheme Detection in Small Business

« Additionally, internal audits and tips were

cited as the detection method in fewer small
business cases than among all cases, while
small business frauds were also more likely
to be detected by accident.

These findings indicate that small
organizations have room for improvement in
their proactive fraud detection efforts.
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Fraud Scheme Detection
Initial Detection Method of Frauds in Small Businesses

Tip 4.7% Small Businesses
I -
By Acsident e . -“"“m
U
Internal Audit 15.7%
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Fraud Scheme Detection
Initial Detection Method by Organization Type#
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Tips
* Tips continue to be the most effective means of
detecting fraud
— 31% received via hotline or other formal reporting
mechanism
— Greatest percentage of tips come from
employees of victim organization
— Employees should be trained in fraud and
encouraged to report suspicions of fraud

» External sources provide 30% of tips
— Involve outside relationships in fraud detection H

programs
58
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Fraud Scheme Detection
Percent of Tips by Source?®

70%

680% | B7.7%
50%

A40%

Percent of Tip

30%

20%

10%0

N :
3 . = .
Source of Tip H

A

OCCUPATIONAL FRAUD AWARENESS

Victim Organizations

» As part of the survey, ACFE asked each
respondent to provide demographic
information about the organization that was
defrauded.

e Distribution is consistent with prior surveys

* Info is not a sample, it is the results of a
non-random survey
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Victim Organizations
Organization Type of Victim — Frequency
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“ Victim Organizations
Organization Type of Victim — Median Loss
- Private Company - " . : —_ )
B £210,000
- E —51 000
§ Pulsfic Comparny | - o 200000
E
3 — 100,000
g Guerninenl | $100,000
[}
F §109,00
NokioePoft| | 5100,000
r
5 SOME 100000 DIRDODD  S200000  SHOMD 300000
Medion Loss
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Victim Organizations
] ) Median Duration of Fraud Based
* While the median Iosges on Victim Organization Type
at government agencies

and ngt-fqr-proflt Organization Type Median mumhs
organizations were to Detection
significantly lower than Government Agency pl!

those at private companies, g forproft 2

all three types of entities Prvate Company 2

endured fraud schemes that gy Traged Company 18
had a median length of two years.

* In contrast, frauds reported at public companies had a
shorter median duration of 18 months.
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Victim Organizations
Size of Victim Organization — Median Loss

<100 £

R EE— T

100- 30 g

L ¢
1000992 | $120,000

[ 47,000

10,000+ | ! $150,000
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Mhedian Loss
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- Methods of Fraud
» Billing is most common method of fraud in
All Cases
» Check tampering is much more frequent method
in small businesses than All Cases
— Usually involves poor controls over cash
disbursements

B
B
i

65

" Victim Organizations
Methods of Fraud — Small Business vs. All Cases
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Industry of Victim Organizations
(Sorted by Frequency)

# of % of Median # of o of Median

: Indestry Cases Cases Loss Industry Cases Cases Loss

- Banking / Financial Services 132 14.6% $250.000 SRR T A T L B SRR EAR

|  Government and Public 106 11.7% | $93.000 Agriaiams, Foesgivy, Fislieg 3 4% AT 0D
< Administration Sl g

76 8.4% $150,000 Recsnmlaniminng L] FIH FAS1 00
65 7.2% s4a1,000 | Teohweoar Eo AN AR 000
63 7.0% $153,000 o sy a Ak R,
1< | Education B9 fl’% s:;a.fluu Bt § atelomna, o W R FITOEY
Insurance 51 5.6% $216.000 L NPT T ——y — 132 e 250,003
ion 4z 4.6% $330,000 —— iy 31 % TGO
. Charit, 39 4.3% $106.000 O el s 1r 1.5% E2520, O
[T 51 5 TGO
Other 35 319% £100.000 r
Fload Estots i) 2% e A
Services Frofessional 34 Jan $180,000
- Foeewzes Wassbesssomel EY] v SVLIEEY
Transportation and Warehousing = 31 3.4% $250,000
Real Estat 29 3.2% $184.000 Pt = o ==
T‘Mr sluu - e - = Healithoane . A% e
echnology 4 % SA0S.000 | e ettt 7 ims | EELE
Utilities ] 2.4% $90,000 © YT — 14 158 ST
0il and Gas 17 1.9% $250.000 Fietigions, Uhardabie, o Sonisl | 58 ame Sy
Whaolesale Trade 17 1.9% $150,000 i
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Aacreation e ek aand Pulide e 175 FECLE
Te 16 1.8% $800,000 Acinrinksinetion
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Perpetrators

 Almost two-thirds of fraud schemes involved
one perpetrator
— Consistent with prior surveys

* Fraud schemes involving more than one
perpetrator resulted in median loss of 4-
times a single perpetrator scheme
— $115k versus $500k

— Usually involves collusion to circumvent specific
controls to prevent or detect fraud
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| Perpetrators
* Age — More than half over 40

— May reflect experience and confidence in ability to hide

— Median loss of older fraudsters $500k, twice the average
for all frauds

* Tenure — No strong correlation after 2 years

* Position — Employees and managers are about even;
executives are less likely

— But executive fraud median loss was $834k, 11 times
greater than for employees

— Employee fraud discovered sooner than executive or

manager fraud
69
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- Perpetrators
* Duration - Manager/executive frauds continue for
2 years, twice as long as employee fraud
— Managers/executives have greater authority,
enabling concealment for longer period

* Scheme type — Executives responsible for over
half of financial statement fraud, and almost half
of corruption cases
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- Perpetrators
1 * Scheme by position
s Owner / Exepntig
L
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|- Perpetrators
-+ Annual income — 40% were employees
- earning <50k
— Fraud incidence decreased with earnings, but
amounts increased
— Lower income personnel may feel financial
pressures more
» Gender — Majority of frauds are by males
— Median loss twice that of females
— No information on number of males/females in

each position
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Perpetrators

* Education level — 65% have college education

— Median loss rises with education - $210k for college

graduates, twice the median, and $550k for graduate-
level education

* Department — Accounting 29%, executives 18%,
operations 16%, sales 12%, customer service 6%
— Internal auditors were the least common fraudsters

— Legal department perpetrated only 1% of frauds, but
median loss was $1.1M

— Customer service least damaging frauds; $45k vs

$175k for all

Perpetrators

« Accounting department schemes

St

— Over one-third involved check tampering

— Cash theft, payroll fraud and billing schemes
followed

— Less likely to involve corruption (linking with
outsiders)

Executive schemes
— Corruption and financial statement fraud were

highest
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~ Perpetrators
| * Operations schemes
< — Most frequent scheme was cash theft
» Sales schemes
— Almost 30% involve corruption
* Bribes related to vendors was highest
— 22% involve skimming customer payments

75
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~ Perpetrators
© + Financial statement fraud
— Only 10% of cases, but a majority of losses
— 70% perpetrated by executives or accounting
e Corruption schemes (bribery, conflicts of
interest)
— Not unexpectedly, highest in executives
» Asset misappropriation schemes
— Accounting department leads in all categories
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© Perpetrators
= « Background checks

— More than half of the entities ran a background
check on the fraudster before hiring them

— More than 40% ran criminal records check
» Background checks not effective due to —

— 87% of fraudsters had no previous conviction or
charges

— 83% had not been punished or terminated by an

employer for fraud

St

|~ Perpetrators
- Background checks (cont)

* In half the cases where fraudster had been previously
'~ punished or terminated, the victim organization had

= checked employment history

— Apparent reluctance to share negative information

* While background checks are important, organizations
should implement more effective methods of insuring
accuracy of background information

» Considering financial difficulties are a key fraudster
motivator, credit checks may be effective at

recognizing fraud risk
RIS 78
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~ Perpetrators

- « Behavioral Red Flags

— Many of the behaviors exhibited by fraudsters are

common in all people — but be thoughtful

» Financial difficulties (39%) and Living beyond
one’s means (34%) are most often associated with
fraud

* Noticeable changes in behavior, particularly in key
areas, should be considered

* Educate all employees to matters that indicate

fraud risk exists
R CEAS 79
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Behawioral Red Flags Presemnt Durimc
€4 Fraud Scheme — Sorted by Freguemncy
A =
o - #* of Pct. of Mediam
Beh 1R Fi
§ e = = Cases Cases*3 Loss
E Living beyond means 370 38.6% $Z50.000
‘I - Fimnancial difficulties 327 34.1% 111,000
wWwiheeler-dealer attitude 195 Z20.3%% S405.000
Conurol issues. 179 18.72% $250.000
unwillingness to share
duties
Divorce » family problems 164 17.12% 51 18,000
Unusually close 146 15.29% 541 0.000
association wwith vendor
custormenr
Irritability. suspiciousnNess. 130 13.6%% 51 80,000
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Addiction problems 128 13.3%% sSZ225. 000
Past legal problems 83 8.7 $184,000
Past employment-related =1 T O S163.000
problems
Complaining about O T .3 $132.000
inadequate pay
Refusal to take wvacations 65 5.8% SZ50.000
Excessive presswure fromm B2 B.5%0 s3I|8s. 000
wwithin organization
Instability in life a7 A S S58.000
circumstances
Excessive family / peer <40 - 2% 590,000
pressure for success
Complaining about lack 35 362 51 20,000
of authority
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The Perpetrators
Behavioral Red Flags Present During Fraud Scheme?4
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ACFE FRAUD PREVENTION CHECK-UP

ACFE Fraud Prevention Check-up
(www.acfe.com)
» Benefits:

— Identify, then manage, your risks specific to fraud

— This exercise is probably the least expensive way
to identify your organizations vulnerability to
fraud

— Strong fraud prevention controls within an
organization provides comfort to boards, audit
committees and regulators




